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(57) ABSTRACT

A packet forwarding apparatus has a path selection device
used to generate a path selection signal for selecting a
destination path from egress paths of an egress path group.
The path selection device has a flow group based path
selection circuit and a flow subgroup based path selection
circuit. The flow group based path selection circuit sets the
path selection signal based on a flow group into which a
packet is categorized when a dynamic load balancing func-
tion is not applied to forwarding of the packet. The flow
subgroup based path selection circuit sets the path selection
signal based on a flow subgroup into which the packet is
categorized when the dynamic load balancing function is
applied to forwarding of the packet. Flows associated with
the egress path group are categorized into flow subgroups,
the flow subgroups are categorized into flow groups, and
each flow includes packets with same tuplew(s).

18 Claims, 6 Drawing Sheets
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1
PACKET FORWARDING APPARATUS AND
METHOD USING FLOW SUBGROUP BASED
PATH SELECTION FOR DYNAMIC LOAD
BALANCING

CROSS REFERENCE TO RELATED
APPLICATIONS

This application claims the benefit of U.S. provisional
application No. 61/912,020, filed on Dec. 5, 2013 and
incorporated herein by reference.

BACKGROUND

The disclosed embodiments of the present invention relate
to forwarding packets, and more particularly, to a packet
processing apparatus and method using the flow subgroup
based path selection for dynamic load balancing.

Routing is the process of selecting the best path from a
source node to a destination node in a network environment.
For example, the current Internet infrastructure consists of
interconnected networks. A router, also known as a gateway,
is a device that connects different networks together. The
router’s main tasks may include discovering paths to various
destinations and forwarding packets inside the network or
between different networks. When a router receives a packet
at one of its incoming (ingress) ports, the header of the
received packet is checked. When the destination address of
the packet is known, the forwarding table lookup is per-
formed to obtain the information to which outgoing (egress)
port the packet should be sent.

The router may employ one routing protocol for packet
forwarding. For example, ECMP (Equal Cost Multi-Path) is
a technique for routing packets along multiple paths of equal
cost. When forwarding a packet, the router must decide
which next-hop (path) to use. One typical method for
determining which next-hop (path) to use when routing with
ECMP may employ the hash-based path selection. For
example, the router first determines a hash value by per-
forming a hash function upon the packet header fields that
identify a flow. Multiple next-hops have been assigned
unique hash values. Hence, the router uses the hash value
derived from the packet to be forwarded to decide which
next-hop (path) to use.

The hash-based path selection distributes flows to ECMP
paths statistically. As a result, the hash-based path selection
cannot guarantee a uniform bandwidth distribution over the
ECMP paths. For example, one equal-cost egress path may
be selected to deliver more flows, while another equal-cost
egress path may be selected to deliver fewer flows. Further,
the packet traffic in each flow may not be equal. Thus, there
is a need for an innovative packet forwarding scheme which
can applying dynamic load balancing to packet traffic over
multiple egress paths to thereby achieve a more uniform
bandwidth distribution.

SUMMARY

In accordance with exemplary embodiments of the pres-
ent invention, a packet processing apparatus and method
using the flow subgroup based path selection for dynamic
load balancing are proposed to solve the above-mentioned
problem.

According to a first aspect of the present invention, an
exemplary packet forwarding apparatus is disclosed. The
exemplary packet forwarding apparatus includes a path
selection device configured to generate a path selection
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signal referenced for selecting a destination path from a
plurality of egress paths belonging to an egress path group.
The path selection device includes a flow group based path
selection circuit and a flow subgroup based path selection
circuit. The flow group based path selection circuit is
configured to set the path selection signal based on a flow
group into which a packet to be forwarded is categorized
when a dynamic load balancing function is not applied to
forwarding of the packet. The flow subgroup based path
selection circuit is configured to set the path selection signal
based on a flow subgroup into which the packet to be
forwarded is categorized when the dynamic load balancing
function is applied to forwarding of the packet. Flows
associated with the egress path group are categorized into a
plurality of flow subgroups, the flow subgroups are catego-
rized into a plurality of flow groups, and each of the flows
includes a group of packets with same tuple(s).

According to a second aspect of the present invention, an
exemplary packet forwarding method is disclosed. The
exemplary packet forwarding method include: generating a
path selection signal referenced for selecting a destination
path from a plurality of egress paths belonging to an egress
path group, wherein the generating a path selection signal
comprises: when a dynamic load balancing function is not
applied to forwarding of a packet, performing a flow group
based path selection to set the path selection signal based on
a flow group into which the packet to be forwarded is
categorized; and when the dynamic load balancing function
is applied to forwarding of the packet, performing a flow
subgroup based path selection to set the path selection signal
based on a flow subgroup into which the packet to be
forwarded is categorized. Flows associated with the egress
path group are categorized into a plurality of flow sub-
groups, the flow subgroups are categorized into a plurality of
flow groups, and each of the flows includes a group of
packets with same tuple(s).

These and other objectives of the present invention will
no doubt become obvious to those of ordinary skill in the art
after reading the following detailed description of the pre-
ferred embodiment that is illustrated in the various figures
and drawings.

BRIEF DESCRIPTION OF THE DRAWINGS

FIG. 1 is a block diagram illustrating a generalized packet
forwarding apparatus according to an embodiment of the
present invention.

FIG. 2 is a diagram illustrating a flow group hierarchy
according to an embodiment of the present invention.

FIG. 3 is a diagram illustrating a path rate monitor
according to an embodiment of the present invention.

FIG. 4 is a diagram illustrating a heavy flow monitor
according to an embodiment of the present invention.

FIG. 5 is a diagram illustrating a path selection device
according to an embodiment of the present invention.

FIG. 6 is a flowchart illustrating a packet forwarding
method according to an embodiment of the present inven-
tion.

DETAILED DESCRIPTION

Certain terms are used throughout the description and
following claims to refer to particular components. As one
skilled in the art will appreciate, manufacturers may refer to
a component by different names. This document does not
intend to distinguish between components that differ in
name but not function. In the following description and in
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the claims, the terms “include” and “comprise” are used in
an open-ended fashion, and thus should be interpreted to
mean “include, but not limited to . . . ”. Also, the term
“couple” is intended to mean either an indirect or direct
electrical connection. Accordingly, if one device is coupled
to another device, that connection may be through a direct
electrical connection, or through an indirect electrical con-
nection via other devices and connections.

One concept of the present invention is to use a flow
subgroup based path selection for dynamic load balancing
(DLB). The path selection (i.e., next-hop selection) can be
adjusted for flow subgroups, thus increasing the granularity
of adjusting packet traffic over multiple egress paths. Fur-
ther, since the adjustment made to the path selection to
re-balance the packet traffic affects the forwarding of packets
categorized into a flow subgroup rather than the forwarding
of packets categorized into a flow group, the packet traffic
adjustment is infrequent. Hence, the packet out-of-order can
be handled by existing protocol stack, such as re-ordering or
re-transmission in the TCP (Transmission Control Protocol)
layer. Further details of the proposed dynamic load balanc-
ing design are described as below.

FIG. 1 is a block diagram illustrating a generalized packet
forwarding apparatus according to an embodiment of the
present invention. By way of example, the packet forward-
ing apparatus 100 may be part of a network device such as
a router or a switch. As shown in FIG. 1, the packet
forwarding apparatus 100 includes a controller 102, a path
selection device 104, a path rate monitor 106, and a heavy
flow monitor 108. It should be noted that only the compo-
nents pertinent to the path selection function are shown in
FIG. 1. In practice, the packet forwarding apparatus 100 may
include additional components to provide other functions.

The controller 102 is configured to control at least the
packet selection function of the packet forwarding apparatus
100. In one exemplary design, the controller 102 may be
implemented using a processor which executes software
(e.g., firmware FW of the packet forwarding apparatus 100)
to control the path selection function (which includes at least
the proposed dynamic load balancing function). For
example, the controller 102 controls configurations of path
selection device 104, path rate monitor 106 and heavy flow
monitor 108.

The path selection device 104 is configured to generate a
path selection signal ecmp_idx referenced for selecting a
destination path from a plurality of egress paths belonging to
the same egress path group. The proposed dynamic load
balancing may be employed by a router using an Equal Cost
Multi-Path (ECMP) routing technique. Hence, the egress
path group mentioned hereafter is an ECMP path group.
Alternatively, the proposed dynamic load balancing may be
employed by a router using a link aggregation technique.
Multiple physical links between two nodes (e.g., routers)
may be regarded as a single logical link between the two
nodes (e.g., routers). Like ECMP, the link aggregation splits
traffic between multiple paths (i.e., links) belonging to the
same egress group. Hence, the egress path group mentioned
hereafter may be a link aggregation group (LAG) for unicast
forwarding.

In this embodiment, the path selection device 104
includes a flow group based path selection circuit 112 and a
flow subgroup based path selection circuit 114. For example,
the flow group based path selection circuit 112 is responsible
for dealing with the hash-based path selection, and the flow
subgroup based path selection circuit 114 is responsible for
dealing with the dynamic load balancing. Hence, when a
dynamic load balancing function is not applied to forward-
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ing of a packet, the flow group based path selection circuit
112 sets the path selection signal ecmp_idx based on a flow
group into which the packet to be forwarded is categorized;
and when the dynamic load balancing function is applied to
forwarding of a packet, the flow subgroup based path
selection circuit 114 sets the path selection signal ecmp_idx
based on a flow subgroup into which the packet to be
forwarded is categorized.

FIG. 2 is a diagram illustrating a flow group hierarchy
according to an embodiment of the present invention. Each
packet has packet header fields used for identify a flow.
Specifically, the flow is a group of packets with the same
tuple(s). For example, packets may be categorized into
different flows using S-tuple hash distribution, where a
S-tuple extracted from each packet includes a source IP
(internet protocol) address, a source port number, a desti-
nation IP address, a destination port number, and a protocol
in use. As shown in FIG. 2, packets are categorized into a
plurality of flows FL,-FL,, according to certain tuples
tpO-tpll extracted from packet headers of the packets
received by the router. For example, the flow FL, is com-
posed of packets with the same tuples tp0, and the flow FL;
is composed of packets with the same tuple (s) tpl, where
tpO=tpl. The tuples tpO-tp11 are further used to categorize
flows FL,-FL; into flow subgroups of different flow groups.

In an exemplary design, a hash engine with a predeter-
mined hash algorithm is used to generate a hash result (e.g.,
a 16-bit hash value) pkt_hash according to a selected set of
tuples of each packet. Hence, packets belonging to the same
flow should have the same hash result pkt_hash due to the
same tuples. For example, a more significant bit (MSB) part
of the hash result pkt_hash of a packet is used to serve as a
flow group index FGI of a flow group into which the packet
is categorized, and the rest of the hash result pkt_hash (i.e.,
a less significant bit (LSB) part) is used to serve as a flow
subgroup index FsGI of a flow subgroup into which the
packet is categorized. Since packets belonging to different
flow groups may have the same flow subgroup index FsGI,
the flow group indices FGI possessed by the packets are
needed to distinguish between flow subgroups with the same
flow subgroup index FsGI. In other words, hash results
pkt_hash, each including a flow group index FGI and a flow
subgroup index FsGI (e.g., pkt_hash={FGI, FsGI}), are used
to distinguish between different flow subgroups belonging to
different flow groups. However, using the flow group indices
FGI is enough to distinguish between different flow groups.

As shown in FIG. 2, the flows FL,-FL, are categorized
into the flow subgroup FsG,, of the flow group FG, due to the
fact that the flows FL,-FL, have the same hash result
pkt_hash={0, 0}; the flow FL, is categorized into the flow
subgroup FsG, of the flow group FG,, due to the fact that the
flow FL; has the hash result pkt_hash={0, 1}; the flows
FL,-FL; are categorized into the flow subgroup FsG, of the
flow group FG, due to the fact that the flows FL,-FL, have
the same hash result pkt_hash={0, 2}; the flows FL is
categorized into the flow subgroup FsG,, of the flow group
FG, due to the fact that the flow FLg has the hash result
pkt_hash={1, 0}; the flows FL,-FL, are categorized into the
flow subgroup FsG, of the flow group FG, due to the fact
that the flows FL,-FL; have the same hash result
pkt_hash={1, 1}; and the flows FL,-FL,, are categorized
into the flow subgroup FsG, of the flow group FG, due to the
fact that the flows FL,-FL;; have the same hash result
pkt_hash={1, 2}.

As mentioned above, the flow subgroup index FsGI may
be obtained from the rest of the hash result pkt_hash that is
not used to serve as the flow group index FGI. However, this
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is not meant to be a limitation of the present invention. In an
alternative design, the flow subgroup index FsGI may be
generated based on another predetermined hash algorithm.

Using a flow group index FGI to act as an identifier of a
flow group and using a combination of a flow group index
FGI and a flow subgroup index FsGI to act as an identifier
of a flow subgroup in a flow group can reduce the memory
requirement, thus reducing the production cost of the pro-
posed packet forwarding apparatus 100. However, this is for
illustrative purposes only. Any means capable of categoriz-
ing flows associated with the same egress path group into a
plurality of flow subgroups and categorizing the flow sub-
groups into a plurality of flow groups may be employed. For
example, full tuples of each packet may be directly used to
indicate a flow subgroup of a flow group into which the
packet should be categorized.

The path selection signal ecmp_idx is set by either the
flow group based path selection circuit 112 or the flow
subgroup based path selection circuit 114. The path selection
signal ecmp_idx controls the selection of a destination path
used for forwarding the packet. When the proposed dynamic
load balancing function is applied to forwarding of the
packet, the path selection signal ecmp_idx further informs
the path rate monitor 106 of the selected egress path. Hence,
the path rate monitor 106 updates a path rate monitor value
of the selected egress path based on traffic of the packet.
Specifically, the path rate monitor 106 is configured to
monitor data rates of egress paths of the same egress path
group to generate path rate monitor values, respectively. In
other words, when there are different egress path groups, the
path rate monitor 106 generates path rate monitor values for
egress paths of these egress path groups.

FIG. 3 is a diagram illustrating a path rate monitor
according to an embodiment of the present invention. The
path rate monitor 106 shown in FIG. 1 may be implemented
using the path rate monitor 300 shown in FIG. 3. The path
rate monitor 300 includes a lookup table 302, a comparing
circuit 304 corresponding to an egress path group, and a
plurality of monitoring circuits 306_1, 306_2 . . . 306_N
corresponding to different egress paths of the egress path
group, respectively. The path rate monitor 300 has one
monitoring circuit per path, and has one comparing circuit
per egress path group. In other words, when there are N
egress paths in one egress path group (e.g., an ECMP path
group or an LAG), the path rate monitor 300 is configured
to have N monitoring circuits and a single comparing circuit
for the same egress path group. For clarity and simplicity,
FIG. 3 only shows monitoring circuits and one comparing
circuit for one egress path group. It should be noted that the
lookup table 302 can be shared among different egress path
groups. Hence, only one lookup table 302 is created in the
path rate monitor 106.

The lookup table 302 has a plurality of table entries, each
storing an adjacency index adj_idx and an associated rate
counter pointer rate_cnt_ptr. The lookup table 302 may be
stored in a static random access memory (SRAM). Hence,
any of the table entries can be accessed based on a corre-
sponding memory address pointed to by the path selection
signal ecmp_idx. In other words, an entry index of each table
entry in the lookup table 302 is a memory address. When a
table entry in lookup table 302 is accessed based on the path
selection signal ecmp_idx, the adjacency index adj_idx is
read to select a destination path from egress paths of the
same egress path group, and the associated rate counter
pointer rate_cnt_ptr is read to select one monitoring circuit
assigned to the selected destination path. In this embodi-
ment, the rate counter pointers rate_cnt_ptr may be config-
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6

ured by the controller (e.g., a processor running firmware
FW) 102, where more than one rate counter pointer rate_
cnt_ptr may be configured to point to the same monitoring
circuit. Consider a case where a received packet is required
to be forwarded through one of egress paths of a specific
egress path group, the path selection index ecmp_idx is
generated to access one of table entries associated with the
specific egress path group. For example, when the first entry
shown in FIG. 3 is accessed by the path selection index
ecmp_idx, a monitoring circuit 306_1 associated with one
egress path of the specific egress path group is selected;
when the second entry shown in FIG. 3 is accessed by the
path selection index ecmp_idx, the same monitoring circuit
306_1 associated with one egress path of the specific egress
path group is selected; and when the third entry is accessed
by the path selection index ecmp_idx, a different monitoring
circuit 306_2 associated with another egress path of the
specific egress path group is selected.

The monitoring circuit assigned to the selected destination
path is operative to update its path rate monitor value. In this
example, the monitoring circuits 306_1-306_N generate
average path rate values PR, 1-PR,, - N as path rate
monitor values. As shown in FIG. 3, each of the monitoring
circuits 306_1-306_N has a set of rate counters, including a
first counter and a second counter. For example, the moni-
toring circuit 306_1 includes a first counter 308_1 and a
second counter 309_1, the monitoring circuit 306_2 includes
a first counter 308_2 and a second counter 309_2, and the
monitoring circuit 306_N includes a first counter 308_N and
a second counter 309_N.

The first counters 308_1-308_N are configured to gener-
ate instantaneous path rate values PR,z 1-PR . » N,
respectively. For example, each of the first counters 308_1-
308_N is configured to count the number of bytes transmit-
ted through a corresponding egress path during one prede-
termined period T, , to generate one instantaneous path rate
value when the corresponding egress path is the selected
destination path. The second counters 309_1-309_N are
configured to generate average path rate values PR, 1-
PR, N, respectively. For example, each of the second
counters 309_1-309_N is configured to generate a weighted
average of an average path rate value and the instantaneous
path rate value to update the average path rate value which
acts as a path rate monitor value of the monitoring circuit.
The operation of the second counter may be expressed using
following equation.

PR4r6=PR4pe*C+PRyr™(1-C) (6]

In above equation (1), PR, represents an average path
rate value, PR, represents an instantaneous path rate
value, and C represents a weighting factor. The weighting
factor C and the predetermined period T,,, may be config-
ured by the controller (e.g., a processor running firmware
FW) 102.

The path rate monitor values (e.g., average path rate
values PR, ;- 1-PR ;.- N) generated from the monitoring
circuits 306_1-306_N indicate traffic statuses of paths
belonging to the same egress path group. In this embodi-
ment, the comparing circuit 304 is configured to compare
each of the path rate monitor values (e.g., average path rate
values PR, ;- 1-PR ;.- N) generated from the monitoring
circuits 306_1-306_N with a predetermined threshold value
TH_R, and generate an indication signal S;,,, when any of
the path rate monitor values exceeds the predetermined
threshold value TH_R. The predetermined threshold value
TH_R may be configured by the controller (e.g., a processor
running firmware FW) 102.
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The operation of each of the second counters 309_1-
309_N may be regarded as low-pass filtering. Hence, setting
the path rate monitor value by the average path rate value
can prevent the path rate monitor value from having a
significant variation caused by a sudden packet traffic
change. However, this is for illustrative purposes only, and
is not meant to be a limitation of the present invention. Any
means capable of generating path rate monitor values indica-
tive of traffic statuses of paths belonging to the same egress
path group may be employed by the path rate monitor 106.
These alternative designs fall within the scope of the present
invention.

When one path rate monitor value exceeds the predeter-
mined threshold value TH_R, it implies that the packet
traffic on the monitored path is too high and thus results in
load unbalance of different paths in the same egress path
group. Hence, when the indication signal S, is asserted to
indicate load unbalance, the dynamical load balancing func-
tion offered by the flow subgroup based path selection circuit
114 should be properly adjusted to reduce packet traffic on
the heavy-loaded path and/or increase packet traffic on
light-loaded paths. In this way, the load unbalance can be
removed or mitigated to achieve a more uniform bandwidth
distribution. Further details of the dynamical load balancing
function performed by the flow subgroup based path selec-
tion circuit 114 will be described later.

The heavy flow monitor 108 provides additional infor-
mation needed for adjusting the dynamical load balancing
function offered by the flow subgroup based path selection
circuit 114. In this embodiment, the heavy flow monitor 108
is configured to capture at least one heavy flow subgroup
from flow subgroups of flow groups associated with the
same egress path group, wherein traffic of the at least one
heavy flow subgroup is higher than traffic of other flow
subgroups of the flow groups. Specifically, concerning each
egress path group, the heavy flow monitor 108 monitors
flows forwarded through egress paths of the egress path
group to capture at least one heavy flow subgroup. Hence,
the heavy flow monitor 108 captures heavy flow subgroup(s)
for one egress path group, and captures heavy flow subgroup
(s) for another egress path group.

FIG. 4 is a diagram illustrating a heavy flow monitor
according to an embodiment of the present invention. The
heavy flow monitor 108 shown in FIG. 1 may be imple-
mented using the heavy flow monitor 400 shown in FIG. 4.
In this embodiment, the heavy flow monitor 400 employs a
hardware-based implementation, and includes a heavy flow
monitoring controller 402 and a storage device 404 for one
egress path group. For clarity and simplicity, FIG. 4 shows
one heavy flow monitoring controller and one storage device
only. When there are different egress path groups, the heavy
flow monitor 400 has multiple sets of a heavy flow moni-
toring controller and a storage device, where each set of a
heavy flow monitoring controller and a storage device is
used to capture at least one heavy flow subgroup according
to flows forwarded through egress paths of a corresponding
egress path group.

A key function of network performance monitoring is
determining how bandwidth is used by flows; in particular,
determining which flows use the most bandwidth. In gen-
eral, flows may be categorized into elephant flows each
consuming a large amount of bandwidth due to high packet
traffic (i.e., a large amount of data) and mice flows each
consuming a small amount of bandwidth due to low packet
traffic (i.e., a small amount of data). In accordance with the
long-tailed nature of network traffic, there are few elephant
flows compared to mice flows. That is, most of the flows
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carry very little traffic. Compared to mice flows, elephant
flows have a large impact on load balance of paths. Based on
such observation, heavy flow subgroups are identified for
setting the proposed dynamic load balancing function per-
formed by the flow subgroup based path selection circuit
114.

In this embodiment, the heavy flow monitor 400 may be
used to track top-M heavy flow subgroups among flow
subgroups of flow groups associated with the same egress
path group, where M is an integer determined based on the
actual design consideration. As mentioned above, each
egress path group is assigned with one heavy flow monitor.
As shown in FIG. 4, the heavy flow monitor 400 is only
responsible for monitoring heavy flow subgroups among
flow subgroups of flow groups associated with an egress
path group having a path group index ecmp_grp_idx=2.
However, this is for illustrative purposes only, and is not
meant to be a limitation of the present invention.

The heavy flow monitoring controller 402 may employ a
heavy flow monitoring algorithm to identify one or more
heavy flow subgroups for the egress path group with the path
group index ecmp_grp_idx=2. By way of example, but not
limitation, a conventional flow-based heavy flow monitoring
algorithm may be modified to be the heavy flow monitoring
algorithm used by the heavy flow monitoring controller 402
to identify heavy flow subgroups. Further, an identifier of
one captured heavy flow subgroup (e.g., a hash result
pkt_hash of one captured heavy flow subgroup) may be
stored in a content-addressable memory (CAM) or an
SRAM, and the associated information, including a hit count
hit_cnt, a timestamp and a data rate, may be stored in an
SRAM. In this embodiment, the heavy flow monitor 400 is
hardware based, and a rate table may be established for
recording data rate information of each flow subgroup.
However, this is for illustrative purposes only, and is not
meant to be a limitation of the present invention. In another
embodiment, the hardware-based heavy flow monitor 400
may employ flow sorting hardware that collaborates with the
heavy flow monitoring algorithm. The same objective of
identifying heavy flow subgroups can be achieved.

Alternatively, the heavy flow monitor 108 may be realized
using a software-based implementation. For example, the
heavy flow monitor 108 is a software module (e.g., an sFlow
module defined by OpenFlow) executed by a processor. The
same objective of capturing at least one heavy flow sub-
group from flow subgroups of flow groups associated with
an egress path group is achieved.

As mentioned above, the flow subgroup based path selec-
tion circuit 114 is designed for dynamic load balancing. In
one exemplary design, the flow subgroup based path selec-
tion circuit 114 may use a flow rebalance table created and
updated for re-directing heavy flow subgroups to light-
loaded paths, thus leading to a more uniform bandwidth
distribution over different egress paths in the same egress
path group (e.g., an ECMP path group or an LAG).

FIG. 5 is a diagram illustrating a path selection device
according to an embodiment of the present invention. The
path selection device 104 shown in FIG. 1 may be imple-
mented using the path selection device 500 shown in FIG. 5.
The path selection device 500 includes a hash-based path
selection circuit 502, a dynamic load balancing circuit 504,
and a multiplexer (MUX) 506. Specifically, the hash-based
path selection circuit 502 is used to realize the flow group
based path selection circuit 112 shown in FIG. 1, and the
dynamic load balancing circuit 504 is used to realize the
flow subgroup based path selection circuit 114 shown in
FIG. 1.



US 9,467,384 B2

9

When there is a packet to be forwarded, an egress path
group table (not shown) is checked to determine which
egress path group should be used. For example, the egress
path group with the egress path group index
ecmp_grp_idx=2 is selected, where the selected egress path
group includes N egress paths monitored by the monitoring
circuits 306_1-306_N shown in FIG. 3, and flow subgroups
forwarded through egress paths of the selected egress path
group are monitored by the heavy flow monitoring controller
402 shown in FIG. 4. In addition, the hash result pkt_hash
is generated for the packet to be forwarded. For example, the
hash result pkt_hash may be divided into a flow group index
FGI and a flow subgroup index FsGl. It should be noted that
the hash result pkt_hash, including the flow group index FGI
and the flow subgroup index FsGlI, is used to identify a flow
subgroup into which the packet to be forwarded is catego-
rized, and the flow group index FGI is to identify a flow
group into which the packet to be forwarded is categorized.

As mentioned above, an entry index of each table entry in
the lookup table 302 shown in FIG. 3 is a memory address.
Hence, the path selection signal ecmp_idx is set by a
memory address where one table entry of the lookup table
302 (which includes the next-hop information) is stored. The
hash-based path selection circuit 502 may employ any
well-known hash-based path selection algorithm to generate
a first path selection signal ADDR,, based on the flow group
index FGI. For example, a hash-threshold algorithm may be
employed by the hash-based path selection circuit 502.

Concerning the dynamic load balancing circuit 504, it
includes a storage device 512 and an adder 514. The storage
device 512 is used to store a flow rebalance table 516. In one
exemplary design, the flow rebalance table 516 may be
shared among different egress path groups. Hence, as shown
in FIG. 5, an entry index of each table entry of the flow
rebalance table 516 is a combination of an egress path group
index ecmp_grp_idx and a hash result pkt_hash. When a
table entry is hit, an address offset idx_ofs is output from the
flow rebalance table 516 to the adder 514. In this embodi-
ment, the entry indices may be stored in a CAM or an
SRAM, and the address offsets may be stored in an SRAM,
thus the flow rebalance table 516 can be implemented with
SRAM-based search table. Next, the adder 514 adds the
address offset idx_ofs to a base address ADDR,, to gen-
erate a second path selection signal ADDR,. That is,
ADDR,=ADDR,,, . +idx_ofs.

The lookup table 302 shown in FIG. 3 may also be shared
among different egress path groups. Preferably, the table
entries associated with the same egress path group may be
stored in an allocated memory space with continuous
memory addresses. Hence, one of the table entries associ-
ated with the same egress path group may be indexed by a
memory address acting as a base address, and the rest of the
table entries may be indexed by memory addresses, each
being the base address plus one address offset. To reduce the
table size, the flow rebalance table 516 may store address
offsets only, as shown in FIG. 5. However, this is not meant
to be a limitation of the present invention. Alternatively, the
adder 514 may be omitted, and the flow rebalance table 516
may be modified to store entry indices of table entries in the
lookup table 302. Hence, when a table entry of the load
rebalance table 516 is hit, a stored memory address (i.e., an
entry index of a table entry in the lookup table 302) is output
from the flow rebalance table 516 to be the second path
selection signal ADDR,;.

The multiplexer 506 is configured to select one of the first
path selection signal ADDR,, and the second path selection
signal ADDR, as its output. Specifically, when one table
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entry of the flow rebalance table 516 is hit, implying that the
dynamic load balancing function should be applied to for-
warding of the packet, the multiplexer 506 outputs the
second path selection signal ADDR, as the path selection
signal ecmp_idx; and when no table entry of the flow
rebalance table 516 is hit, implying that there is no need to
apply the dynamic load balancing function to forwarding of
the packet, the multiplexer 506 outputs the first path selec-
tion signal ADDR,, as the path selection signal ecmp_idx.

Consider a case where the dynamic load balancing func-
tion is enabled for the egress path group with the egress path
group index ecmp_grp_idx=2. Initially, the flow rebalance
table 516 includes no table entries for load balancing of the
egress path group. Since no table entry of the flow rebalance
table 516 is hit, the path selection signal ecmp_idx corre-
sponding to a packet categorized into a flow group associ-
ated with the packet egress path group with the egress path
group index ecmp_grp_idx=2 is set by the hash-based path
selection circuit 502. When the dynamic load balancing
function is enabled for the egress path group, the path rate
monitor 300 and the heavy flow monitor 500 are operative
to perform intended functions as mentioned above. Initially,
all of instantaneous path rate values PR,z 1-PR ., Nand
average path rate values PR ;s 1-PR 5 N for egress paths
of the egress path group with the egress path group index
ecmp_grp_idx=2 are set by initial values (e.g., 0). In addi-
tion, no heavy flow subgroup forwarded through egress
paths of the egress path group with the egress path group
index ecmp_grp_idx=2 is captured by the heavy flow moni-
tor 500, initially. When one or more of paths in the egress
path group are selected for packet forwarding, the path rate
monitor 300 will update one or more of the path rate monitor
values (i.e., average path rate values PR ;. 1-PR ;- N),
and the heavy flow monitor 500 will capture one or more
new heavy flow subgroups and/or update one or more
existing captured heavy flow subgroups.

When the comparing circuit 304 detects that one of the
path rate monitor values (i.e., average path rate values
PR, 1-PR ,;c N) exceeds the predetermined threshold
TH_R, the comparing circuit 304 generates the indication
signal S, to notify the controller 102. For example, when
the controller 102 is a processor running the firmware FW,
the indication signal S;,,, may be an interrupt of the pro-
cessor. Next, the controller 102 reads status registers to find
out which {egress path group, path} triggers the interrupt.
Further, the controller 102 reads the path rate monitor values
(i.e., average path rate values PR,z 1-PR ;- N) of the
egress path group from the path rate monitor 300, and reads
an identifier of any captured heavy flow subgroup from the
heavy flow monitor 400. The controller 102 refers to the path
rate monitor values to find out at least one light-loaded path,
and regards the at least one light-loaded path as at least one
destination path to which one or more flow subgroups are
re-directed. In addition, the controller 102 refers to the
captured heavy flow subgroup(s) to find out which flow
subgroup(s) should be re-directed. In other words, based on
the information given from the path rate monitor 300 and the
heavy flow monitor 500, the controller 102 makes a decision
on how to program/update the flow rebalance table 516.
After the flow rebalance table 516 is updated, packets
categorized into a heavy flow subgroup can be re-directed to
a light-loaded path.

As mentioned above, the flow rebalance table 516 may be
updated by adding new table entries and/or replacing old
table entries when the controller 102 is notified by the
indication signal S;,,,. Further, since the storage device 512
has a limited storage space, each table entry of the flow
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rebalance table 516 can be aged-out to release the occupied
storage space. Besides aging, the controller 102 may employ
a table management policy to update the flow rebalance
table 516.

For example, the controller 102 is further configured to
update the flow rebalance table 516 having an entry corre-
sponding to a specific heavy flow subgroup of a specific flow
group associated with the egress path group when the
specific heavy flow subgroup of the specific flow group is
evicted from the heavy flow subgroup(s). In other words,
when a specific flow subgroup previously captured by the
heavy flow monitoring controller 402 is replaced by another
flow subgroup with a higher traffic load, the specific flow
subgroup is not one of the top-M heavy flow subgroups now.
Hence, the load rebalance table 516 needs to be updated by
replacing or removing a table entry associated with the
specific flow subgroup.

For another example, the controller 102 is further con-
figured to update the flow rebalance table 516 having an
entry corresponding to a specific egress path of the egress
path group when the specific egress path is removed from
the egress path group due to a path/link down event. In other
words, the load rebalance table 516 needs to be managed
during path removal of an egress path group.

In one exemplary design, each egress path group is further
assigned with an enable bit DLB_en in the egress path group
table. The enable bit DLB_en may be set by the controller
(e.g., a processor running firmware FW) 102 to indicate
whether the proposed dynamic load balancing function
should be enabled for the corresponding egress path group.
For example, when DLB_en=1 for the egress path group
with the egress path group index ecmp_grp_idx=2, the
dynamic load balancing function is enabled for packets
categorized into flow groups associated with the egress path
group with the egress path group index ecmp_grp_idx=2.
When DLB_en=0 for the egress path group with the egress
path group index ecmp_grp_idx=2, the dynamic load bal-
ancing function is disabled for packets categorized into flow
groups associated with the egress path group with the egress
path group index ecmp_grp_idx=2.

To put it simply, when a packet is received, the egress path
group table is accessed to read an enable bit DLLB_en and an
egress path group index of an egress path group, where the
enable bit DLB_en is used for determining whether to
enable the dynamic load balancing function for the egress
path group, and the egress path group index is used to
perform table lookup for path selection/next-hop selection
when the dynamic load balancing function for the egress
path group is enabled.

In a case where the enable bit DLB_en indicates that the
proposed dynamic load balancing function is not enabled for
a selected egress path group, the flow group based path
selection circuit 112 (e.g., hash-based path selection circuit
502) is used to select a destination path from the selected
egress path group, the flow subgroup based path selection
circuit 114 (e.g., dynamic load balancing circuit 504) is not
used to select a destination path from the selected egress
path group, the path rate monitor 106 (e.g., path rate monitor
300) does not need to update any path rate monitor values
for the selected egress path group, and the heavy flow
monitor 108 (e.g., heavy flow monitor 400) does not need to
track any heavy flow subgroups forwarded through egress
paths of the selected egress path group.

In another case where the enable bit DLB_en indicates
that the proposed dynamic load balancing function should be
enabled for a selected egress path group, one of the flow
group based path selection circuit 112 (e.g., the hash-based
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path selection circuit 502) and the flow subgroup based path
selection circuit 114 (e.g., the dynamic load balancing
circuit 504) is used to select a destination path from the
selected egress path group. When the flow subgroup based
path selection circuit 114 (e.g., dynamic load balancing
circuit 504) is not used to select a destination path from the
selected egress path group for a packet due to table entry
miss, the path rate monitor 106 (e.g., path rate monitor 300)
does not need to update a path rate monitor value corre-
sponding to the destination path selected by the flow group
based path selection circuit 112 (e.g., hash-based path selec-
tion circuit 502) for forwarding the packet, and the heavy
flow monitor 108 (e.g., heavy flow monitor 400) does not
need to update a current tracking result of heavy flow
subgroups corresponding to the selected egress path group.
However, when the flow subgroup based path selection
circuit 114 (e.g., dynamic load balancing circuit 504) is used
to select a destination path from the selected egress path
group for a packet due to table entry hit, the path rate
monitor 106 (e.g., path rate monitor 300) needs to update a
path rate monitor value corresponding to the destination path
selected by the flow subgroup based path selection circuit
114 (e.g., dynamic load balancing circuit 504) for forward-
ing the packet, and the heavy flow monitor 108 (e.g., heavy
flow monitor 400) needs to determine whether to update a
current tracking result of heavy flow subgroups correspond-
ing to the selected egress path group.

FIG. 6 is a flowchart illustrating a packet forwarding
method according to an embodiment of the present inven-
tion. The packet forwarding method may be employed by
the packet forwarding apparatus 100 with the path selection
device 104 realized using the path selection device 500, the
path rate monitor 106 realized using the path rate monitor
300 and the heavy flow monitor 108 realized using the heavy
flow monitor 400. Provided that the result is substantially the
same, the steps are not required to be executed in the exact
order shown in FIG. 6. The packet forwarding method may
be briefly summarized as below.

Step 600: Start.

Step 602: Receive a packet to be forwarded.

Step 604: Check if an enable bit DLB_en corresponding
to an egress path group selected for the packet to be
forwarded indicates that the dynamic load balancing func-
tion should be enabled. If yes, go to step 606; otherwise, go
to step 612.

Step 606: Check if a table entry of a flow rebalance table
is hit. If yes, go to step 608; otherwise, go to step 612.

Step 608: Refer to path selection information stored in the
hit table entry to set a path selection signal referenced for
selecting a destination path from a plurality of egress paths
belonging to the selected egress path group.

Step 610: Update a path rate monitor value corresponding
to the selected destination path, and/or update a current
tracking result of heavy flow subgroups corresponding to the
selected egress path group. Go to step 602 to receive a next
packet to be forwarded.

Step 612: Set the path selection signal according to flow
group based path selection (e.g., hash-based path selection).

Step 614: Check if the enable bit DLB_en corresponding
to the selected egress path group indicates that the dynamic
load balancing function should be enabled. If yes, go to step
610; otherwise, go to step 602 to receive a next packet to be
forwarded.

As a person skilled in the art can readily understand
details of each step after reading above paragraphs, further
description is omitted here for brevity.
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Those skilled in the art will readily observe that numerous
modifications and alterations of the device and method may
be made while retaining the teachings of the invention.
Accordingly, the above disclosure should be construed as
limited only by the metes and bounds of the appended
claims.

What is claimed is:

1. A packet forwarding apparatus, comprising:

a path selection device, configured to generate a path
selection signal referenced for selecting a destination
path from a plurality of egress paths belonging to an
egress path group, the path selection device compris-
ing:

a flow group based path selection circuit, configured to
set the path selection signal based on a flow group
into which a packet to be forwarded is categorized
when a dynamic load balancing function is not
applied to forwarding of the packet; and

a flow subgroup based path selection circuit, configured
to set the path selection signal based on a flow
subgroup into which the packet to be forwarded is
categorized when the dynamic load balancing func-
tion is applied to forwarding of the packet; and

a path rate monitor, comprising:

a plurality of monitoring circuits, configured to monitor
data rates of the egress paths to generate path rate
monitor values, respectively, wherein each of the
monitoring circuits comprises:

a first counter, configured to count a number of bytes
transmitted through a corresponding egress path
during a predetermined period, and accordingly
generate an instantaneous path rate value; and

a second counter, configured to generate a weighted
average of an average path rate value and the
instantaneous path rate value to update the average
path rate value which acts as a path rate monitor
value of the monitoring circuit;

wherein the flow subgroup based path selection circuit
operates based at least partly on the path rate monitor
values;

wherein flows associated with the egress path group are
categorized into a plurality of flow subgroups, the flow
subgroups are categorized into a plurality of flow
groups, and each of the flows includes a group of
packets with same tuple(s).

2. The packet forwarding apparatus of claim 1, wherein
the flow subgroup based path selection circuit is further
configured to determine whether to perform the dynamic
load balancing function for the packet according to the flow
subgroup of the flow group.

3. The packet forwarding apparatus of claim 1, wherein
the flow subgroup based path selection circuit comprises:

a flow rebalance table, having at least one entry config-
ured to store a mapping between one flow subgroup of
one flow group associated with one egress path group
and one setting of the path selection signal; and

the flow subgroup based path selection circuit is config-
ured to set the path selection signal for the packet to be
forwarded when the flow rebalance table contains an
entry corresponding to the flow subgroup of the flow
group associated with the egress path group.

4. The packet forwarding apparatus of claim 3,

wherein the flow rebalance table is updated based at least
partly on the path rate monitor values.
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5. The packet forwarding apparatus of claim 3, further
comprising:

a controller, configured to update the flow rebalance table
having an entry corresponding to a specific egress path
of the egress path group when the specific egress path
is removed from the egress path group.

6. The packet forwarding apparatus of claim 1, wherein
the egress path group is one of an equal-cost multi-path
(ECMP) group and a link aggregation group (LAG).

7. A packet forwarding apparatus, comprising:

a path selection device, configured to generate a path
selection signal referenced for selecting a destination
path from a plurality of egress paths belonging to an
egress path group, the path selection device compris-
ing:

a flow group based path selection circuit, configured to
set the path selection signal based on a flow group
into which a packet to be forwarded is categorized
when a dynamic load balancing function is not
applied to forwarding of the packet; and

a flow subgroup based path selection circuit, configured
to set the path selection signal based on a flow
subgroup into which the packet to be forwarded is
categorized when the dynamic load balancing func-
tion is applied to forwarding of the packet, wherein
the flow subgroup based path selection circuit com-
prises:

a flow rebalance table, having at least one entry
configured to store a mapping between one tlow
subgroup of one flow group associated with one
egress path group and one setting of the path
selection signal, wherein the flow subgroup based
path selection circuit is configured to refer to the
flow rebalance table to selectively set the path
selection signal;

a path rate monitor, comprising:

a plurality of monitoring circuits, configured to monitor
data rates of the egress paths to generate path rate
monitor values, respectively; and

a comparing circuit, configured to compare each of the
path rate monitor values with a predetermined
threshold value, and generate an indication signal
when any of the path rate monitor values exceeds the
predetermined threshold value; and

a controller, configured to update the flow rebalance table
when notified by the indication signal;

wherein flows associated with the egress path group are
categorized into a plurality of flow subgroups, the flow
subgroups are categorized into a plurality of flow
groups, each of the flows includes a group of packets
with same tuple(s).

8. A packet forwarding apparatus, comprising:

a path selection device, configured to generate a path
selection signal referenced for selecting a destination
path from a plurality of egress paths belonging to an
egress path group, the path selection device compris-
ing:

a flow group based path selection circuit, configured to
set the path selection signal based on a flow group
into which a packet to be forwarded is categorized
when a dynamic load balancing function is not
applied to forwarding of the packet; and

a flow subgroup based path selection circuit, configured
to set the path selection signal based on a flow
subgroup into which the packet to be forwarded is
categorized when the dynamic load balancing func-
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tion is applied to forwarding of the packet, wherein

the flow subgroup based path selection circuit com-

prises:

a flow rebalance table, having at least one entry
configured to store a mapping between one tlow
subgroup of one flow group associated with one
egress path group and one setting of the path
selection signal, wherein the flow subgroup based
path selection circuit is configured to refer to the
flow rebalance table to selectively set the path
selection signal;

a path rate monitor, comprising:

a plurality of monitoring circuits, configured to monitor
data rates of the egress paths to generate path rate
monitor values, respectively;

a heavy flow monitor, configured to capture at least one
heavy flow subgroup from the flow subgroups of the
flow groups associated with the egress path group,
wherein traffic of the at least one heavy flow subgroup
is higher than traffic of other flow subgroups of the flow
groups; and

a controller, configured to update the flow rebalance table
according to the path rate monitor values generated by
the path rate monitor and the at least one heavy flow
subgroup captured by the heavy flow monitor;

wherein flows associated with the egress path group are
categorized into a plurality of flow subgroups, the flow
subgroups are categorized into a plurality of flow
groups, each of the flows includes a group of packets
with same tuple(s).

9. The packet forwarding apparatus of claim 8, wherein
the controller is further configured to update the flow
rebalance table having an entry corresponding to a specific
heavy flow subgroup of a specific flow group when the
specific heavy flow subgroup of the specific flow group is
evicted from the at least one heavy flow subgroup.

10. A packet forwarding method, comprising:

generating a path selection signal referenced for selecting

a destination path from a plurality of egress paths

belonging to an egress path group, wherein the gener-

ating a path selection signal comprises:

when a dynamic load balancing function is not applied
to forwarding of a packet, performing a flow group
based path selection to set the path selection signal
based on a flow group into which the packet to be
forwarded is categorized; and

when the dynamic load balancing function is applied to
forwarding of the packet, performing a flow sub-
group based path selection to set the path selection
signal based on a flow subgroup into which the
packet to be forwarded is categorized; and

monitoring data rates of the egress paths to generate path
rate monitor values, respectively, comprising:
concerning each of the egress paths,

counting a number of bytes transmitted through a
corresponding egress path during a predetermined
period, and accordingly generate an instantaneous
path rate value; and

generating a weighted average of an average path
rate value and the instantaneous path rate value to
update the average path rate value which acts as a
path rate monitor value of the egress path;

wherein the flow subgroup based path selection operates
based at least partly on the path rate monitor values;

wherein flows associated with the egress path group are
categorized into a plurality of flow subgroups, the flow
subgroups are categorized into a plurality of flow
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groups, and each of the flows includes a group of
packets with same tuple(s).
11. The packet forwarding method of claim 10, wherein
the flow subgroup based path selection further determines
whether to perform the dynamic load balancing function for
the packet according to the flow subgroup of the flow group.
12. The packet forwarding method of claim 10, further
comprising:
setting a flow rebalance table having at least one entry
configured to store a mapping between one flow sub-
group of one flow group associated with one egress
path group and one setting of the path selection signal;

wherein the flow subgroup based path selection sets the
path selection signal for the packet to be forwarded
when the flow rebalance table contains an entry corre-
sponding to the flow subgroup of the flow group
associated with the egress path group.

13. The packet forwarding method of claim 12, further
comprising:

updating the flow rebalance table based at least partly on

the path rate monitor values.

14. The packet forwarding method of claim 12, further
comprising:

updating the flow rebalance table having an entry corre-

sponding to a specific egress path of the egress path
group when the specific egress path is removed from
the egress path group.

15. The packet forwarding method of claim 10, wherein
the egress path group is one of an equal-cost multi-path
(ECMP) group and a link aggregation group (LAG).

16. A packet forwarding method, comprising:

generating a path selection signal referenced for selecting

a destination path from a plurality of egress paths

belonging to an egress path group, wherein the gener-

ating a path selection signal comprises:

when a dynamic load balancing function is not applied
to forwarding of a packet, performing a flow group
based path selection to set the path selection signal
based on a flow group into which the packet to be
forwarded is categorized; and

when the dynamic load balancing function is applied to
forwarding of the packet, performing a flow sub-
group based path selection to set the path selection
signal based on a flow subgroup into which the
packet to be forwarded is categorized;

setting a flow rebalance table having at least one entry

configured to store a mapping between one flow sub-
group of one flow group associated with one egress
path group and one setting of the path selection signal,
wherein the flow subgroup based path selection refers
to the flow rebalance table to selectively set the path
selection signal;

monitoring data rates of the egress paths to generate path

rate monitor values, respectively;

comparing each of the path rate monitor values with a

predetermined threshold value;

generating an indication signal when any of the path rate

monitor values exceeds the predetermined threshold
value; and

updating the flow rebalance table in response to the

indication signal;

wherein flows associated with the egress path group are

categorized into a plurality of flow subgroups, the flow
subgroups are categorized into a plurality of flow
groups, and each of the flows includes a group of
packets with same tuple(s).



US 9,467,384 B2

17

17. A packet forwarding method, comprising:
generating a path selection signal referenced for selecting
a destination path from a plurality of egress paths
belonging to an egress path group, wherein the gener-
ating a path selection signal comprises:
when a dynamic load balancing function is not applied
to forwarding of a packet, performing a flow group
based path selection to set the path selection signal
based on a flow group into which the packet to be
forwarded is categorized; and
when the dynamic load balancing function is applied to
forwarding of the packet, performing a flow sub-
group based path selection to set the path selection
signal based on a flow subgroup into which the
packet to be forwarded is categorized;
setting a flow rebalance table having at least one entry
configured to store a mapping between one flow sub-
group of one flow group associated with one egress
path group and one setting of the path selection signal,
wherein the flow subgroup based path selection refers
to the flow rebalance table to selectively set the path
selection signal;

10

15

20

18

monitoring data rates of the egress paths to generate path
rate monitor values, respectively;

capturing at least one heavy flow subgroup from the flow
subgroups of the flow groups associated with the egress
path group, wherein traffic of the at least one heavy
flow subgroup is higher than traffic of other flow
subgroups of the flow groups; and

updating the flow rebalance table according to the path
rate monitor values and the at least one heavy flow
subgroup;

wherein flows associated with the egress path group are
categorized into a plurality of flow subgroups, the flow
subgroups are categorized into a plurality of flow
groups, and each of the flows includes a group of
packets with same tuple(s).

18. The packet forwarding method of claim 17, further

comprising:

updating the flow rebalance table having an entry corre-
sponding to a specific heavy flow subgroup of a specific
flow group when the specific heavy flow subgroup of
the specific flow group is evicted from the at least one
heavy flow subgroup.
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